
Subject:Subject:Subject:Subject: [Fail2Ban] swissmakers-apache-global: Banned 178.197.207.157 from rlinfp02.swissmakers.corp
Date:Date:Date:Date: Thursday, 22 January 2026 at 19:50:07 Central European Standard Time
From:From:From:From: Noreply - Swissmakers GmbH
To:To:To:To: Administration - Swissmakers GmbH

Security alert: Fail2Ban blocked a new IP-
address

Fail2Ban-UI detected a bad request or repeated authentication failures and

automatically blocked the source-IP. Review the metadata and log

excerpts below.

Banned IP:  178.197.207.157

Jail:  swissmakers-apache-global

Hostname:  rlinfp02.swissmakers.corp

Failed attempts:  1

Country:  CH

Timestamp:  2026-01-22T18:50:05Z

WHOIS FOOTPRINT

% This is the RIPE Database query service.

% The objects are in RPSL format.

%

% The RIPE Database is subject to Terms and Conditions.

% See https://docs.db.ripe.net/terms-conditions.html

% Note: this output has been filtered.

%       To receive output for a database update, use the "-B" flag.

F A I L 2 B A N  U I

https://docs.db.ripe.net/terms-conditions.html


% Information related to '178.197.128.0 - 178.197.255.255'

% Abuse contact for '178.197.128.0 - 178.197.255.255' is 

'abuse@bluewin.ch'

inetnum:        178.197.128.0 - 178.197.255.255

netname:        MOBILE-NET

descr:          Swisscom (Schweiz) AG is a full service provider in 

CH.

country:        CH

admin-c:        BCR1-RIPE

tech-c:         BCR1-RIPE

status:         ASSIGNED PA

remarks:        ************************************************

remarks:        In case of hack attacks, spam, scans etc. please

remarks:        send abuse notifications to abuse@bluewin.ch

remarks:        E-Mails to the persons below will be IGNORED!

remarks:        ************************************************

mnt-by:         BLUEWINNET-MNT

mnt-lower:      BLUEWINNET-MNT

created:        2015-03-11T14:38:12Z

last-modified:  2016-04-11T07:53:18Z

source:         RIPE # Filtered

role:           Bluewin Contact Role

address:        Swisscom (Switzerland) Ltd.

address:        Internet Service Core Networks

address:        INI-MBM-BNC

address:        Binzring 17

address:        CH-8045 Zurich

address:        Switzerland

abuse-mailbox:  abuse@bluewin.ch

remarks:        ***************************************************

remarks:        Swisscom (Schweiz) AG / Bluewin is an

remarks:        internet service provider and LIR in CH.

remarks:        In case of hack attacks, spam, scans etc. please

remarks:        send abuse mail notifications to the abuse-mailbox:

remarks:

remarks:        abuse@bluewin.ch

remarks:

remarks:        E-Mails to the persons below will be IGNORED!

remarks:        ***************************************************

org:            ORG-BA8-RIPE

admin-c:        CE2871-RIPE

admin-c:        EG7936-RIPE

admin-c:        TG267-RIPE
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admin-c:        GDM658-RIPE

admin-c:        SF3464-RIPE

tech-c:         EG7936-RIPE

tech-c:         TG267-RIPE

tech-c:         GDM658-RIPE

tech-c:         SF3464-RIPE

tech-c:         CE2871-RIPE

nic-hdl:        BCR1-RIPE

mnt-by:         BLUEWINNET-MNT

created:        2003-04-08T08:53:32Z

last-modified:  2022-12-05T12:35:44Z

source:         RIPE # Filtered

% Information related to '178.196.0.0/15AS3303'

route:          178.196.0.0/15

descr:          Swisscom (Schweiz) AG - Bluewin

origin:         AS3303

mnt-by:         CH-UNISOURCE-MNT

created:        2016-01-26T08:15:38Z

last-modified:  2016-01-26T08:15:38Z

source:         RIPE

% This query was served by the RIPE Database Query Service version 

1.120 (SHETLAND)

% Query time: 493 msec

% WHEN: Thu Jan 22 18:49:58 UTC 2026

RELEVANT LOG EXCERPTS

swissmakers.ch 178.197.207.157 - - [22/Jan/2026:19:50:03 +0100]

"GET /favicon.ico HTTP/2.0" 302 -

"https://swissmakers.ch/.git/config" "Mozilla/5.0 (Linux; Android

10; K) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/29.0

Chrome/136.0.0.0 Mobile Safari/537.36"

swissmakers.ch 178.197.207.157 - - [22/Jan/2026:19:50:03 +0100]

"GET /.git/config HTTP/2.0" 403 261 "-" "Mozilla/5.0 (Linux;

Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko)

SamsungBrowser/29.0 Chrome/136.0.0.0 Mobile Safari/537.36"

swissmakers.ch 178.197.207.157 - - [22/Jan/2026:19:40:56 +0100]

https://swissmakers.ch/.git/config


"GET /favicon.ico HTTP/2.0" 302 -

"https://swissmakers.ch/.git/config" "Mozilla/5.0 (Linux; Android

10; K) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/29.0

Chrome/136.0.0.0 Mobile Safari/537.36"

swissmakers.ch 178.197.207.157 - - [22/Jan/2026:19:40:56 +0100]

"GET /.git/config HTTP/2.0" 403 261 "-" "Mozilla/5.0 (Linux;

Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko)

SamsungBrowser/29.0 Chrome/136.0.0.0 Mobile Safari/537.36"

swissmakers.ch 178.197.207.157 - - [22/Jan/2026:19:40:48 +0100]

"GET / HTTP/2.0" 304 - "-" "Mozilla/5.0 (Linux; Android 10; K)

AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/29.0

Chrome/136.0.0.0 Mobile Safari/537.36"

swissmakers.ch 178.197.207.157 - - [22/Jan/2026:19:16:54 +0100]

"GET /.git/config HTTP/2.0" 403 261 "-" "Mozilla/5.0 (Linux;

Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko)

SamsungBrowser/29.0 Chrome/136.0.0.0 Mobile Safari/537.36"

swissmakers.ch 178.197.207.157 - - [22/Jan/2026:19:09:08 +0100]

"GET /.git/config HTTP/2.0" 403 261 "-" "Mozilla/5.0 (Linux;

Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko)

SamsungBrowser/29.0 Chrome/136.0.0.0 Mobile Safari/537.36"

swissmakers.ch 178.197.207.157 - - [22/Jan/2026:19:09:00 +0100]

"GET / HTTP/2.0" 304 - "-" "Mozilla/5.0 (Linux; Android 10; K)

AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/29.0

Chrome/136.0.0.0 Mobile Safari/537.36"

This message was generated automatically by Fail2Ban-UI

© 2026 Swissmakers GmbH. All rights reserved.
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